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FIG. 4
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FIG. 7
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FIG. 9
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METHOD AND APPARATUS FOR
REMOTELY CONTROLLING CONSUMER
ELECTRONICS DEVICE BY USING
WIRELESS PERSONAL AREA NETWORK

CROSS-REFERENCE TO RELATED PATENT
APPLICATION

This application claims priority under 35 U.S.C. §119(a)
from Korean Patent Application No. 10-2011-0008963, filed
on Jan. 28, 2011, in the Korean Intellectual Property Office,
the disclosure of which is incorporated herein in its entirety
by reference.

BACKGROUND

1. Field

Exemplary embodiments relate to a method and apparatus
for controlling consumer electronics device by using a
wireless personal area network (PAN).

2. Description of the Related Art

In related art, wireless communication using infrared (IR)
light is used to control consumer electronics devices. How-
ever, research has recently been conducted on technologies
for controlling consumer electronics devices by using radio
frequency (RF).

For example, technologies for controlling various con-
sumer electronics devices with low power consumption in a
wireless PAN defined in the IEEE 802.15.4 standard are
defined in the Zigbee radio frequency for consumer elec-
tronics (RF4CE) standard.

FIG. 1 is a diagram illustrating a structure of a remote
control (RC) PAN according to the Zigbee RF4CE standard.

As shown in FIG. 1, a TV remote controller (RC), a TV,
a digital versatile disc (DVD), and a multi-function RC
(MRC) constitute a PAN 1, the MRC, a compact disc (CD),
and a CD RC constitute a PAN 2, and a DVD RC, the TV,
the DVD, and the MRC constitute a PAN 3. The MRC,
which is a controller node for controlling various devices,
may control the TV, the CD, and DVD. In the RC PAN,
target nodes, such as the TV, the DVD, and the CD, may
create PANs by themselves, and other target nodes or
controller nodes may participate in corresponding PANs by
pairing with target nodes that manage the PANs. In the RC
PAN, a structure of a frame for communication between
nodes is defined in the Zigbee RF4CE standard. FIG. 2
illustrates such a structure.

As such, RF communication used to control consumer
electronics devices has no linearity unlike IR communica-
tion. An MRC capable of controlling various devices may be
easily applied as software to a smartphone and the like.

However, since the coverage area of a wireless PAN is
typically about 100 M, if a user is far from his or her home
beyond the coverage area, a consumer electronics device
used by the user may not be controlled. Since various control
modules are recently installed as hardware/software in
mobile phones such as smartphones, there is a demand for
a method of remotely controlling a consumer electronics
device according to an existing wireless PAN technology,
without adding a separate function to the consumer elec-
tronics device.

SUMMARY

One or more exemplary embodiments relate to providing
a method and apparatus for enabling a control device to
remotely control a target device via a wireless PAN.
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Additional features will be set forth in the following
description, and in part will be even more apparent from the
examples set forth, or may be learned by practice of the
exemplary embodiments.

According to an aspect of an exemplary embodiment,
there is provided a method for controlling a target device, the
method including: determining whether the target device is
within a coverage area of a control device; generating a
message for enabling a proxy device to communicate with
the target device via the wireless PAN based on a result of
the determination; and transmitting the message to the proxy
device.

The message may be an extended markup language
(XML )-based message including information for a multi-
function remote controller (MRC) to control the target
device according to a Zigbee RF4CE standard.

The information may include mapping information
respectively corresponding to a destination PAN identifier, a
destination address, a source PAN identifier, and a source
address in a mapping table managed by the proxy device.

The mapping information corresponding to the source
address may be a number of a sender of the message that is
transmitted by using the SMS.

The determining may include determining whether the
target device is within the coverage area based on whether
a discovery process according to a Zigbee RF4CE standard
is successfully performed by the control device.

The message may be transmitted using a short message
service (SMS).

According to an aspect of another exemplary embodi-
ment, there is provided a computer-readable recording
medium having embodied thereon a computer program for
executing the method.

According to an aspect of another exemplary embodi-
ment, there is provided a control device for controlling a
target device, the control device including: a determining
unit which determines whether the target device is within a
coverage area of the control device; a message generating
unit which generates a message for enabling a proxy device
to communicate with the target device via the wireless PAN
based on a result of the determination; and a processing unit
which transmits the message to the proxy device.

The message may be an XML -based message including
information for an MRC to control the target device accord-
ing to a Zigbee RF4CE standard.

The information may include mapping information
respectively corresponding to a destination PAN identifier, a
destination address, a source PAN identifier, and a source
address in a mapping table managed by the proxy device.

The mapping information corresponding to the source
address may be a number of a sender of the message that is
transmitted.

The determining unit may determine whether the target
device is within the coverage area based on whether a
discovery process according to a Zigbee RFACE standard is
successfully performed by the control device.

The message may be transmitted using a short message
service (SMS).

According to an aspect of another exemplary embodi-
ment, there is provided a method for relaying information
between a control device and a target device via a wireless
PAN, the method including: extracting mapping information
from an message received from the control device; acquiring
address information for communicating with the target
device via the wireless PAN based on the mapping infor-
mation and a predetermined mapping table; and transmitting
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a request message included in the received message to the
target device using the address information.

The address information may include a destination PAN
identifier, a destination address, a source PAN identifier, and
a source address needed for an MRC to control the target
device according to a Zigbee RF4CE.

The mapping information corresponding to the source
address may be a number of a sender of the SMS message.

The request message included in the received message
may be a discovery request message, a pairing request
message, or a command request message according to a
Zigbee RF4CE standard.

The method may further include transmitting a response
message received from the target device to the request
message to the control device.

The received message may be a short message service
(SMS).

According to an aspect of another exemplary embodi-
ment, there is provided a computer-readable recording
medium having embodied thereon a computer program for
executing the method.

According to an aspect of another exemplary embodi-
ment, there is provided a proxy device for relaying infor-
mation between a control device and a target device via a
wireless PAN, the proxy device including: a processing unit
which extracts mapping information a message received
from the control device; a mapping unit which acquires
address information for communicating with the target
device via the wireless PAN based on the mapping infor-
mation and a predetermined mapping table; and a transmit-
ting unit which transmits a request message included in the
received message to the target device by using the address
information.

The address information may include a destination PAN
identifier, a destination address, a source PAN identifier, and
a source address needed for an MRC to control the target
device according to a Zigbee RF4CE standard.

The mapping information corresponding to the source
address may be a number of a sender of the received
message.

The request message included in the received message
may be a discovery request message, a pairing request
message, or a command request message according to a
Zigbee RF4CE standard.

The transmitting unit may transmit a response message
received from the target device to the request message to the
control device.

The received message may be a short message service
(SMS).

BRIEF DESCRIPTION OF THE DRAWINGS

The above and other features and advantages of the
exemplary embodiments will become more apparent by
describing in detail exemplary embodiments thereof with
reference to the attached drawings in which:

FIG. 1 is a diagram illustrating a structure of a wireless
personal area network (PAN) according to a Zigbee radio
frequency for consumer electronics (RF4CE) standard;

FIG. 2 is a diagram illustrating a structure of a frame for
communication between nodes in a wireless PAN;

FIG. 3 is a diagram illustrating a structure of a wireless
PAN according to an exemplary embodiment;

FIG. 4 is a flowchart illustrating a method by which a
control device remotely controls a target device, according
to an exemplary embodiment;
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FIG. 5 is a diagram illustrating a structure of a frame
transmitted by the control device to a proxy device, accord-
ing to an exemplary embodiment;

FIG. 6 is a diagram illustrating the frame of FIG. 5 in an
extended markup language (XML)-based message;

FIG. 7 is a flowchart illustrating a method by which the
proxy device relays between the control device and a target
device, according to an exemplary embodiment;

FIGS. 8A and 8B illustrate mapping tables managed by
the proxy device, according to exemplary embodiments;

FIG. 9 is a signal flow diagram illustrating a method by
which the control device controls the target device by using
the proxy device, according to an exemplary embodiment;
and

FIG. 10 is a block diagram illustrating structures of a
control device and a proxy device, according to an exem-
plary embodiment.

DETAILED DESCRIPTION OF EXEMPLARY
EMBODIMENTS

The following detailed descriptions are provided to assist
the reader in gaining a comprehensive understanding of the
methods, apparatuses, and/or systems described herein.
Accordingly, various changes, modifications, and equiva-
lents of the systems, apparatuses and/or methods described
herein will be suggested to those of ordinary skill in the art.
Also, descriptions of well-known functions and construc-
tions may be omitted for increased clarity and conciseness.

FIG. 3 is a diagram illustrating a structure of a wireless
personal area network (PAN) according to an exemplary
embodiment.

As shown in FIG. 3, when a control device, e.g., a
multi-function remote controller (MRC), is so far from a
target device, e.g., a target node, that the control device may
not communicate with the target device via the wireless
PAN, the control device communicates with a proxy device.
The proxy device may form a virtual PAN by setting up a
pairing link with the target device by using address infor-
mation of the control device. That is, although the proxy
device physically pairs with the target device, the target
device operates as if the control device pairs with the target
device.

The control device and the proxy device communicate
with each other via an out-of-band channel different from a
wireless PAN channel. For example, the control device and
the proxy device may communicate with each other by using
a short message service (SMS) via a third generation (3G)
network.

FIG. 4 is a flowchart illustrating a method by which a
control device remotely controls a consumer electronics
device, according to an exemplary embodiment.

In operation 410, the control device receives an external
input for controlling the consumer electronics device
through a user interface.

In operation 420, the control device determines whether a
target device is located near to the control device by per-
forming scanning That is, the control device determines
whether the target device is within a coverage area in which
the target device may be controlled via a wireless PAN. The
determination may be a process of determining whether a
discovery process according to the Zigbee RF4CE standard
is successful. In detail, the control device, e.g., an MRC,
broadcasts a discovery request packet to neighbors for a
predetermined period of time or until a predetermined
number of discovery responses are received. If no discovery
response is received, it is considered that the discovery
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process failed. In this case, the control device is determined
to be too far from home, i.e., the target device, such that the
control device may not communicate with the target device
via the wireless PAN.

If the discovery process is successful, the method pro-
ceeds to operation 430. In operation 430, the control device
pairs with the target device.

In operation 440, the control device controls the target
device via the wireless PAN.

Meanwhile, if the discovery process failed in operation
420, the control device may not directly communicate with
the target device via the wireless PAN. In this case, the
method proceeds to operation 450. In operation 450, the
control device generates a message to be transmitted to the
target device. The message may be generated based on an
extended markup language (XML) so as to be generally
processed in various systems and software.

Meanwhile, the message includes information needed for
the control device according to the Zigbee RF4CE standard
to control the target device. Since a proxy device manually
relays messages between the control device and the target
device and does not actively operate, the control device
should provide information needed for the proxy device to
communicate with the target device to the proxy device.

Referring to FIG. 2, the information includes a command
code, a command identifier, and so on in the case of a
command frame. Common address information is needed in
order to perform discovery, pairing, and control processes in
the wireless PAN. In detail, at least four pieces of address
information, that is, a destination PAN identifier, a destina-
tion address, a source PAN identifier, and a source address,
are needed. Accordingly, the control device provides the
address information or mapping information needed to
acquire the address information to the proxy device.

A length of a message may be reduced by providing
mapping information instead of directly providing address
information. Also, security may be enhanced by providing
the mapping information. In other words, the risk that
consumer electronics devices at home may arbitrarily oper-
ate due to messages randomly sent by others may be
reduced. If the mapping information is used, the control
device and the proxy device may share the same mapping
table. Examples of the mapping table are shown in FIGS. 8A
and 8B. That is, when the control device requests pairing
with the target device or transmits a command related to the
target device to the proxy device, if a virtual PAN ID is used
instead of a real PAN ID and a reference number is used
instead of a real device address, the proxy device detects the
real PAN ID and the real device address by referring to the
mapping table and uses the real PAN ID and the real device
address when communicating with the target device via the
wireless PAN.

In operation 460, the control device transmits the message
generated in operation 450 to the proxy device by using an
SMS. Since a user of the home network may not want others
to easily control their consumer electronics devices at home
by using an SMS message, it is preferable that the proxy
device authenticates the control device by using an SMS
sender number. Also, the proxy device may use the SMS
sender number as mapping information corresponding to a
source address.

FIG. 5 is a diagram illustrating a structure of a frame that
is transmitted by the control device to the proxy device,
according to an exemplary embodiment.

As shown in FIG. 5, a sender number, a virtual source
PAN 1D, a receiver number, a target address, and a virtual
destination PAN ID are included in a virtual address mes-
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sage field. In general, since the control device, e.g., an MRC,
is likely to be installed in a mobile home, a telephone
number of the control device is used as mapping information
according to a source address. As described above, the
message may be transmitted to the control device by using
an SMS. That is, an SMS sender number may be used as
mapping information corresponding to a source address. The
receiver number is a telephone number of the proxy device.

The proxy device obtains a destination address, a real
source PAN ID, and a real destination PAN ID respectively
from the target address, the virtual source PAN ID, and the
virtual destination PAN ID by referring to mapping tables
shown in FIGS. 8A and 8B.

An RRC command code, an RRC command payload, and
an index, respectively are information corresponding to an
RC command code, an RC command payload, and a com-
mand identifier in FIG. 2.

FIG. 6 illustrates the frame of FIG. 5 in an XML-based
message. As described above, the message may be an
XML-based message so as to be independently processed by
the proxy device irrespective of characteristics of hardware
or software.

FIG. 7 is a flowchart illustrating a method by which the
proxy device relays messages between the control device
and the target device, according to an exemplary embodi-
ment.

In operation 710, the proxy device receives an SMS
message from the control device, and authenticates the
control device by using a sender number of the SMS
message.

In operation 720, the proxy device extracts mapping
information from the SMS message.

In operation 730, the proxy device acquires address
information by using a mapping table and the mapping
information. In detail, the proxy device obtains a destination
address, a real source PAN ID, and a real destination PAN
1D respectively from a target address, a virtual source PAN
ID, and a virtual destination PAN ID by referring to the
mapping tables shown in FIGS. 8A and 8B. The source
address may be obtained by using the sender number of the
SMS message as mapping information.

In operation 740, the proxy device transmits a request
message included in the SMS message by using the address
information obtained in operation 730 to the target device.
The request message may be a discovery request message,
a pairing request message, or a command request message.

In operation 750, the proxy device transmits a response
message received form the target device to the control
device by using an SMS.

FIG. 9 is a signal flow diagram illustrating a method by
which the control device remotely controls the target device
via a wireless PAN, according to an exemplary embodiment.

In operation 901, a user inputs a command through a user
interface of the control device.

In operation 902, the control device broadcasts a discov-
ery request to neighbors but fails to receive a response
message.

In operation 903, the control device creates an XML-
based message encapsulates the XML-based message in an
SMS format. The control device recognizes that the control
device may not be able physically communicate with the
target device via the wireless PAN as a discovery process
failed in operation 902, and a mode is automatically changed
to a mode in which the proxy device control the target
device.

In operation 904, the control device transmits an SMS
discovery request message to the proxy device.
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In operation 905, the proxy device generates a discovery
request message according to a wireless PAN standard by
using information extracted from the SMS discovery request
message and transmits the discovery request message to the
target device.

In operation 906, the target device informs the proxy
device about an address and a PAN ID of the target device
by transmitting a discovery response message to the proxy
device.

In operation 907, the proxy device transmits an SMS
response message to the discovery response message to the
control device.

In operation 908, the control device receives a pairing
input for pairing with the target device from the user and
generates a pairing request message.

In operation 909, the control device transmits an SMS
pairing request message to the proxy device.

In operation 910, the proxy device generates a pairing
request message according to the wireless PAN standard by
using information extracted from the SMS pairing request
message and transmits the pairing request message to the
target device.

In operation 911, the target device transmits a pairing
response message to the proxy device.

In operation 912, the proxy device transmits an SMS
pairing response message to the pairing response message to
the control device.

In operation 913, the control device receives a control
input related to the target device from the user and generates
a command request message.

In operation 914, the control device transmits an SMS
command request message to the proxy device.

In operation 915, the proxy device generates a command
request message according to the wireless PAN standard by
using information extracted from the SMS command request
message and transmits the command request message to the
target device.

In operation 916, the target device performs a command
according to the command request message.

As such, even when the control device is too far from the
target device so that the control device may not communi-
cate with the target device via the wireless PAN, the target
device may be automatically remotely controlled by a wire-
less PAN-related command input by a user. Accordingly,
irrespective of whether or not the user is at home, a
consumer electronics device may be continuously controlled
from anywhere and at anytime.

FIG. 10 is a block diagram illustrating structures of a
control device 1000 and a proxy device 1200, according to
an exemplary embodiment.

As shown in FIG. 10, the control device 1000 includes a
user interface 1010, a determining unit 1020, a message
generating unit 1030, and an SMS processing unit 1040.

The user interface 1010 receives a discovery, pairing, or
control request message for a target device (not shown) from
a user via a keypad, a touch screen, or other input methods,
and informs the user about a result of the request message.

The determining unit 1020 determines whether the target
device is in a physical distance in which the target device
may be controlled via a wireless PAN 1300. The determi-
nation may be performed based on whether a discovery
process according to the Zigbee RFACE standard is success-
fully performed by the target device. That is, according to
whether a discovery response message is received within a
predetermined period of time and/or a predetermined num-
ber of discovery responses are received, whether the control
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device 1000 may communicate with the target device via the
wireless PAN 1300 is determined.

If it is determined by the determining unit 1020 that the
target device is far from the control device 1000, the
message generating unit 1030 generates a message for
enabling the proxy device 1200 to communicate with the
target device via the wireless PAN 1300.

The message includes information needed for the control
device 1000, e.g., an MRC, according to the Zigbee
RF4CEE standard to control the target device, and may be
generated as an XML-based message. That is, the message
includes a destination PAN identifier, a destination address,
a source PAN identifier, and a source address, or may
include mapping information needed to acquire the destina-
tion PAN identifier, the destination address, the source PAN
identifier, and the source address. If the mapping informa-
tion is used, the control device 1000 and the proxy device
1200 should share the same one or more mapping tables. For
example, mapping information corresponding to a source
address may be a telephone number of the control device
1000. That is, if the message is transmitted as an SMS
message to the proxy device 1200, the proxy device 1200
obtains a source address by using an SMS sender number
and the mapping table.

Meanwhile, the proxy device 1200 of FIG. 10 includes an
SMS processing unit 1210, a mapping unit 1220, and a
transmitting unit 1230.

The SMS processing unit 1210 extracts information
needed for the control device 1000 to communicate with the
target device via the wireless PAN 1300 from the SMS
message. For example, address information or mapping
information, a request message, or the like is extracted from
the SMS message. Here, the request message may be a
discovery request message, a pairing request message, or a
command request message according to the Zigbee RF4CE
standard. Also, the SMS processing unit 1210 transmits a
response message sent from the target device that receives
the request message to the control device 1000 as an SMS
message.

The mapping unit 1220 acquires address information
needed to communicate with the target device via the
wireless PAN 1300 by using the mapping information
extracted from the SMS message. The address information
includes a destination PAN identifier, a destination address,
a source PAN identifier, and a source address needed for the
control device 1000 according to the Zighee RF4CE stan-
dard to control the target device.

In this case, a mapping table(s) shared with the control
device 1000 is referred to, and examples of the mapping
table are shown in FIGS. 8A and 8B. Although not shown in
FIG. 8B, in general, since the control device 1000 is likely
to be installed in a mobile phone, a sender number of the
SMS message, that is, a telephone number of the control
device 100, may be used as a source address of the control
device 1000.

The transmitting unit 1230 transmits a request message
included in the SMS message by using the address infor-
mation obtained by the mapping unit 1220 to the target
device, and transmits a response message to the control
device 100.

The method of the exemplary embodiments may be
recorded as computer-readable codes on a non-transitory
computer-readable recording medium, and may be embod-
ied in a general purpose digital computer by running a
program from a computer-readable medium. Alternatively,
the methods of the exemplary embodiments may be embod-
ied as computer-readable codes on a transmission media.
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Examples of the non-transitory computer-readable
medium include storage media such as magnetic storage
media (e.g., read only memories (ROMs), floppy discs, or
hard discs), optically readable media (e.g., compact disk-
read only memories (CD-ROMs), or digital versatile disks
(DVDs)), etc. Examples of the transmission media include
carrier waves or signals for transmission over a network,
such as the Internet.

The apparatuses of the exemplary embodiments, for
example the control device 1000 and proxy device 1200,
may include a bus coupled to every unit of the apparatus, at
least one processor (e.g., central processing unit, micropro-
cessor, etc.) that is connected to the bus for controlling the
operations of the apparatuses to implement the above-
described functions and executing commands, and a
memory connected to the bus to store the commands,
received messages, and generated messages.

While the specification exemplary embodiments has been
particularly shown and described with reference to exem-
plary embodiments thereof using specific terms, the terms
have been used to explain the exemplary embodiments and
should not be construed as limiting the scope of the claims.
The exemplary embodiments should be considered in a
descriptive sense only and not for purposes of limitation.
Therefore, the scope of the invention is defined not by the
detailed description of the invention but by the appended
claims, and all differences within the scope will be construed
as being included in the specification.

A number of examples have been described above. Nev-
ertheless, it will be understood that various modifications
may be made. For example, suitable results may be achieved
if the described techniques are performed in a different order
and/or if components in a described system, architecture,
device, or circuit are combined in a different manner and/or
replaced or supplemented by other components or their
equivalents. Accordingly, other implementations are within
the scope of the following claims.

What is claimed is:
1. A method for remotely controlling a target device, the
method comprising:

determining that the target device and a proxy device are
within a wireless Personal Area Network (PAN) and a
control device is outside of the PAN;

generating, by the control device, a message that enables
the proxy device to communicate with the target device
via the PAN, the message comprising a target address
of'the target device, a virtual source PAN identifier (ID)
of the control device, and a virtual destination PAN 1D
of the target device which are converted by the proxy
device to a destination address, a real source PAN ID,
and a real destination PAN ID, respectively; and

transmitting the message to the proxy device,

wherein the message is transmitted using a short message
service (SMS) via a cellular network, and the message
further comprises an SMS sender number as authenti-
cation information to obtain, from the proxy device,
authentication to control the target device,

wherein the message is generated by the control device
using a mapping table that respectively corresponds the
SMS sender number, the target address, the virtual
source PAN 1D, and the virtual destination PAN ID to
a source address, the destination address, the real
source PAN 1D, and the real destination PAN ID, and
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wherein the SMS sender number, the target address, the
virtual source PAN 1D, and the virtual destination PAN
ID are converted by the proxy device using the same
mapping table.

2. The method of claim 1, wherein the message is an
extended markup language (XML )-based message including
information for a multi-function remote controller (MRC) to
control the target device according to a Zigbee RF4CE
standard.

3. The method of claim 1, wherein the determining
comprises determining whether the target device is within
the coverage area based on whether a discovery process
according to a Zigbee RF4CE standard is successfully
performed by the control device.

4. A non-transitory computer-readable recording medium
having embodied thereon a computer program for executing
the method of claim 1.

5. The method of claim 1, wherein the virtual destination
PAN ID corresponds to an ID assigned to a virtual PAN
group including the target device, the proxy device, and the
control device, and the target address corresponds to a
reference number uniquely assigned to the target device, and

wherein the virtual PAN group excludes at least one target
device connected to the proxy device within the wire-
less PAN.

6. A control device for controlling a target device, the
control device comprising:

a processor configured to determine that the target device
and a proxy device are within a wireless Personal Area
Network (PAN) and generate a message that enables
the proxy device to communicate with the target device
via the PAN, the message comprising a target address
of the target device, a virtual source PAN identifier (ID)
of the control device, and a virtual destination PAN 1D
of the target device which are converted by the proxy
device to a destination address, a real source PAN ID,
and a real destination PAN ID, respectively; and

a processing unit configured to transmit the message to
the proxy device,

wherein the message is transmitted using a short message
service (SMS) via a cellular network, and the message
further comprises an SMS sender number as authenti-
cation information to obtain, from the proxy device,
authentication to control the target device,

wherein the message is generated by the control device
using a mapping table that respectively corresponds the
SMS sender number, the target address, the virtual
source PAN ID, and the virtual destination PAN ID to
a source address, the destination address, the real
source PAN 1D, and the real destination PAN ID, and

wherein the SMS sender number, the target address, the
virtual source PAN 1D, and the virtual destination PAN
ID are converted by the proxy device using the same
mapping table.

7. The control device of claim 6, wherein the message is
an XML -based message including information for multi-
function remote controller (MRC) to control the target
device according to a Zigbee RF4CE standard.

8. The control device of claim 6, wherein the processor
determines whether the target device is within the coverage
area based on whether a discovery process according to a
Zigbee RF4CE standard is successfully performed by the
control device.



